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Topics for Discussion

A About OCI & the County Fraud Hotline
A Fraud Trends and Lessons Learned

A Tips for Fraud Resilience and
Prevention in the Post Pandemic World

AUDITOR-CONTROLLER
COUNTY OF LOS ANGELES




Who Performs Internal
Investigations in LA County?

A OCI i criminal & Administrative cases related to the duties &
responsibilities of the A-C

A District Attorney, Sheriff i criminal

A Department of Human Resources i
Personnel, Hiring, Whistleblower Retaliation

A County Equity Investigations Unit | Related
to the County Policy of Equity

A Departmental Internal Affairs, Internal
Audit, & Performance Management
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Our Mission

Promote public trust in County government by:

A Providing a mechanism for reporting and
iInvestigating fraud, waste, and abuse

A Making impactful recommendations to
Improve business processes and strengthen
Internal controls

A Working with prosecutors and management to
ensure that appropriate criminal and
administrative actions are taken
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Fraud/Waste/Abuse (FWA)

Fraud - wrongful or criminal deception for financial or personal
gain. Fraud includes false representation of fact, making false
statements, or by concealment of information.

Waste - thoughtless or careless expenditure, mismanagement, or
abuse of resources to the detriment (or potential detriment) of

the organization. Waste also includes incurring unnecessary costs
resulting from inefficient or ineffective practices, systems, or
controls.

Abuse - excessive or improper use of a thing, or contrary to
policies or rules for its use. Abuse can occur in financial or non
financial settings.
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OCIli What do we do?

A Operate the Fraud Hotline and maintain a
database of FWA allegations and outcomes

A Investigate waste, fraud, and abuse
allegations received via the Hotline

A Coordinate internal criminal investigations
with other law enforcement and prosecutors

A Safeguard County assets, resources, and
the integrity of County programs

A Serve as a resource to County departments
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OCIT What do we Iinvestigate?
Fraud, Waste, and Abuse of County Resources By:

A Employees

A Contractors and Vendors

A Customers, Clients, and Participants
A The Public

A Other matters, as requested by the Board of
Supervisors and/or department management
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Computer Forensics

A Countywide IT Policies

A E-mail Monitoring & Analysis

A Internet Monitoring & Filtering

A Hardware Recovery & Analysis
A Remote Monitoring & Acquisition

Computer forensics have become §
a critical part of most investigations
conducted by OCI.
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Step 1: Allegation is received

Allegation reports are received by our hotline staff either electronically or manually.
Electronic reports filed through this website are automatically assigned a case number.
All other reports are entered in our hotline database manually before a case number i3
assigned.

Step 2: Allegation is reviewed

Allegations are carefully reviewed to ensure all required information is included. A final
review is conducted and the case remains open or is closed. Cases are closed when it
is determined the allegation is either immaterial, previously investigated or not enough
information was provided.

Step 3: Case is placed in an investigative queue

Approved cases are placed in an investigative queue, from which they are assigned to
an investigator based on the complexity, nature and specifics of the allegations
involved.

Step 4: Case is assigned for investigation

A case Is assigned to an investigator. Depending on the complexity of the case, investi-
gations can take a couple of weeks to several months to complete.

Step 5: Investigation findings are reported

Findings are summarized in a confidential report to the appropriate department/agency
including the District Attorney for possible criminal prosecution.

The Hotline
Process



Reviewing Allegations

The Fraud Hotline uses a systematic process to
triage allegations. Factors considered include:

A Credibility, Specificity, Clarity, and
Documentation to Support the Allegations

A Willingness of Informant to Cooperate
A Likelihood the Allegations can be Resolved
A Potential Harm/Risk

AUDITOR-CONTROLLER
COUNTY OF LOS ANGELES




Assessment
Matrix




Duties and Responsibilities

County Employees and Contractors have a
responsibility to report fraud, waste, and abuse to the
Hotline, and to preserve potential evidence:

A Before initiating an investigation or taking other
action that might alert the subject(s)

A Whenever misconduct jurisdictional to OCI is
suspected, including the gross or criminal misuse
of IT or other County resources
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Online:
http://FRAUD.LACOUNTY.GOV

Phone:

(800) 5446861

Fax:

(213) 9475809
E-Mall:

fraud@auditor.lacounty.gov

YOU MAY REMAIN

ANONYMOUS

LOS ANGELES COUNTY

‘ DQ/ i '|,| ” ” [1" ) THEFT
) BRIBES/KICKBACKS
FORGERY
COLLUSION
CYBERCRIME
CONFLICT OF INTEREST

Good Government BID RIGGNG
Starts With You!

1-800-544-6861

fraud.lacounty.gov

E-mail:
fraud@audiorlacounty gav

Write ba:
L& County Fraud Hotine

500'W. Terphe 5t., Seite 515

Los Bngele:, CA 20012 You Y
Fax

HM3-633-00A

RECOGNIZE IT ANO ous

REPORT IT 24 HOURS A DAY
PREVENT IT 7 DAYS A WEEK

SPOMEGELY BY THE LOG ANGELES COLRNTY BOARD OF SUPERVIS0RS




THE FRAUD TRIANGLE

Pressure
Motivation or Incentive to
Commit Fraud

Rationalization
Justification of Dishonest
Actions

Opportunity
The Knowledge and Ability
to Carry Out Fraud

AUDITOR-CONTROLLER
COUNTY OF LOS ANGELES




Where can WE make a
difference?
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INTERNAL CONTROLS

Management Is responsible for
designing, |mplement|n?, and
maintaining a system of controls that
provides reasonable assurance that
Important departmental and Coun(t:}/
objectives are being achieved, and for
monitoring on an ongomg basis to ensure
that weaknesses and roompliance are
promptly identified and corrected.
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INTERNAL CONTROLS

Did you get
your receipt?

if not, your meal is FREE!!*

vahd at the time of purchase while still at register

For questions or comments call
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INTERNAL CONTROLS

Examples of Internal Controls

A Duties should be separated so that no one employ
controls all key aspects of a transaction (initiating,
approving, processing, recording)

A Passwords, safe combination, etc., should be
restricted to key personnel, secured in a safe place
and changed regularly

A Access to funds, records, blank check stock,
confidential information, databases, etc.., should b
limited to authorized personnel
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FRAUD PREVENTION

KEEP
CALM

LOVE
INTERNAL CONTROLS
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Fraud Trends
Semi-Annual Reports

Improvement Opportunity Reports
Recent Frauds

Theft of Supplies/Assets/Capital
Equipment

Procurement Fraud
Account Takeovers/Impersonations
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Semi Annual Reports

Prosecutions and Criminal Convictions

» OCI forensic staff assisted the Sheriff's Department and the Department of Health
Services in an investigation of a former contract employee who stole $6, 700 of the
prescription drug hydroxychloroquine from a County hospital pharmacy. The
former confract employee was arrested and the Los Angeles District Attorney’s
Office (LADA) is prosecuting him for the theft.

» Investigative efforts by OCI in partnership with other local law enforcement entities
resulted in the LADA accepting for prosecution three (3) new cases for which we
found evidence that the subjects committed crimes against the County.

» In addition, another 22 cases remain in progress with various prosecutorial
agencies (County and local District Attorneys). Such cases include felony
violations of false government claims, theft of public funds, theft of County
property, and depositing counterfeit and/or fraudulent County checks.



Improvement Opportunity

Reports




